Training:  Internet Security
Level: B1 (Form 10)
Objectives: 
To increase student knowledge of Internet safety.
To aid the student in identifying dangers on the Internet.
To build critical-thinking and decision-making skills relating to computer usage.
To help students protect themselves from inappropriate behavior online. 
Equipment: computers with Internet connection, stickers for “Nickname”, “The sun” games, poster “Do Not Give Out Personal Information”, quiz “Internet security”, fairy tales – “The Wolf and the seven young kids”, “Three little pigs”, texts “Bad passwords”, “Good passwords”, game “Good password” (Service LearningApps.org)
PROCEDURE
I. INTRODUCTION.
T:  Going on the Internet is like going out on Halloween. Everyone’s identity is hidden. Unless you know your friend’s costume, you don’t know who you’re talking to. Any stranger can pretend to be a friend and you have no way of knowing whom they are.
Game “Nickname”

T: We identify people by their names. Usually in the Internet people use nicknames and it is advisable not to give out your real name. Write down your nicknames on stickers and glue them on the board. Let’s guess the real names looking at the nicknames. Is it easy to do?

II. Security Rules

1) Poster “Do Not Give Out Personal Information”

T: Do Not Give Out Personal Information
Name

Where you live – city or address

Telephone Number

Birthdate

Photo

Parent’s name

School

Information you can give out


Likes and dislikes

Be careful of online names – don’t use your age or date of birth  in names.

Sunygrl14


Sweetie15


Goldguy17
 “Fairy tale” – “The Wolf and the seven young kids”
T: Do you remember what happened to the seven young kids? (Pupils answer).

You should always remember that giving out personal information leads to negative consequences. Chat rooms are particularly dangerous - people you meet in chat rooms can easily be adult "predators" with misleading  names such as “jason15” or  “cutiepie08”. You have no way of really knowing if that person is a 15 year old boy – or a 50 year old man.
2) Passwords

T: Your personal password is your own special identity, so keep it secret and only share it with a parent. Change it often.
“Fairy tale” -  “Three little pigs”. You should remember that passwords have different degrees of reliability.

Bad passwords

1)  Default (same as none): 

· Many programs and services assign a default password . Change this to a new password immediately. 

· examples: password, superuser 

2)  10 Common passwords: 

· god, love, lust, money, private, qwerty, secret, sex, snoopy, & (surprise!) password 

3) Personal info: 

· your name, initials, location (zip code), birthday, pets, license plate 

· family/friend's names (including maiden), locations, birthdays, pets 

· word/number combinations of any of the above 

· Ego-related; examples: guru, master, wizard 

· Favourite: Music (group names, albums), Fiction/Nonfiction/Comic books/characters, Movie/TV/Cartoon characters & titles 

4)  Categories: 

· Double-words; examples: kittykitty, johnjohn 

· Funny/nonsense/jargon words; examples: wassup, bzzzzz, foobar 

· Keyboard sequences; examples: asdfg, qweasd, poiqwe 

· Reversals; examples: terces, wordpass, nhojnhoj 

5)  Dictionary & Foreign Language words: 

· If you can find your word in a dictionary, it's not a very good password. 

Good passwords

1) Mixed-Case Dictionary Words (alternating UPPER-lower case letters) 

· examples: paSSworD, PLaceBO 

2) Mixed-case Word with Number(s) 

· examples: 9fiNgeRS, loVELy68  
3)  Mixed-case Word(s)/Letter(s) 

· Combining words and/or extra letters 

· examples: GUessTHis, BiKeFisH 

4) Mixed-case Words/Numbers/Letters 

examples: No50WaY2, puT863MoX 

5) Random characters 
examples: qs3UIs82, k38#0J$dA 

Game “Good password” (Service LearningApps.org)
T: Divide the passwords into two groups: strong and weak.

3) T: Appropriate Email and Messages

Do not open email from strangers.
Do not open email with attachments.
Do not give out email address (unless approved or to a classmate).
Do not open links or files from people you don’t know.

Never respond to e-mails with pornographic or other inappropriate material.

Do not respond to advertisements - this confirms that you have a working e-mail account, and you will only receive more junk e-mails.
Quiz
 1.  Which screen name is best to have?? 

a. Cheergirl9393 

b. ChrisP1990 

c. SandySmith999 

d. Horseluvr01 

e. TPHSCheergrl   

2. While surfing the Internet, you get an error message from your Internet provider, and it says it will delete your account unless you type in your password again, should you send the information?  

a. Yes. 

b. No.  

3. If someone online tells you they are a sophomore in high school, and taking driver’s education classes, they are probably how old?  

a. 15 

b. 16 

c. 35 

d. There’s no way to tell!   

4. If you have been talking on the Internet to a person for a long time, and they want to meet, which is okay to do?  

a. Meet them, as long as you bring a friend. 

b. Meet in a public place. 

c. Tell someone where you will be before you go. 

d. Ask your parent or guardian first and have them go with you.   

5. If someone online sends you a message that is insulting or obscene, you should:  

a. Erase them from your friends list. 

b. Delete the message. 

c. Insult them back 

d. Tell a responsible adult 

6.  You are talking to someone online, and they know some of the same people you know. Since they have many of the same friends as you, is it ok to give them your phone number if they ask?  

a. Yes 

b. No   

7. It is okay to send someone online your picture when:  

a. They send you theirs first 

b. You send them an old picture 

c. As long as you don’t send them your address too 

d. Only if a parent or guardian is with you and says it is okay 

Answer key:  1.  d     2.  b     3. d     4.  d    5.  d     6.  d    7.   d       
III. REFLECTION.
T: Make up a poster using Linoit interactive board (http://en.linoit.com) . Write down a message to junior pupils how to be safe on the Internet.
IV. WRAPPING UP.
Game “The sun”. 
T: Write down your impressions on the training and glue them as sunrays on the board.

6

